SAMSUNG

Protect your device
against theft and loss
and stay worry-free

For enterprises that have the foresight to safeguard their Samsung
mobile devices and the data they hold, Knox Guard is an affordable,
easy-to-use solution. Knox Guard leverages best-in-class Samsung
Knox security to prevent or significantly reduce the risk of theft and
loss. With Knox Guard, IT managers can permanently lock the device,
rendering it incapable of any function except calling the device owner,
thereby aiding recovery.
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By leveraging Knox security, Knox Guard offers best-in-class
protection against unauthorized usage and data leak on lost and
stolen devices.

Control how and when a device is locked and fine-tune the experience
as needed with granular policy control.

Robust lock screen features and customization go beyond your
typical EMM lock solution. And Knox Guard is supported by most
Galaxy devices.
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samsungknox.com/knoxguard

Knox Guard



https://www.samsung.com/us/business/solutions/services/mobility-software/knox-guard/
http://samsung.com/business

Knox Guard

Protect your investment

Samsung devices help your team work faster, better and smarter. Protect your fleet of devices with Knox Guard and enable
protection schemes against theft and loss straight out of the box.”?
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Highly secure lock

With hardware-level security built from
the chip up, Knox Guard offers extra
protection against theft and loss.

e Protects devices straight from
manufacturing, keeps working even
after reset/rooting attempts

e Block unauthorized firmware or
binary editing

¢ IMEI tamper-proof with our own,
secure device identifier technology

» Network bypass-proof

e Restrict usage even when devices
are offline

e Restrict malicious VPN/proxy usage

samsungknox.com/knoxguard
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Granular restrictions
A wide range of flexible features

helps protect against and helps you
react to every possible threat.

¢ Send push notifications with
customized messages, and make
them periodic, dismissable, or non-
dismissable based on severity

e Various lockdown options for both
pre-paid and post-paid models

e Supports SIM/connectivity-based
lock, total lock, and more flexible
lock/unlock options

e Remotely wipe missing or stolen
devices
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Streamlined experience

Knox Guard is easy to use with web
console access or as a platform with
a comprehensive set of APIs.

e Access the browser-based console
to manage devices, with no
development required

e Optional serverintegration with your
legacy systems (supported using
REST APIs)

e Customized EULA for end user
consent, update lock screen message
without changing device status,
install a corporate application to be
easily accessed on lock screen

e Knox Guard is compatible with other
Enterprise mobility solutions like EMM
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Knox Guard

Protection in a variety of industries

No matter your business, Knox Guard can help safeguard your investment. It’s the ideal solution for a broad
variety of industries and uses. Here are some of the most popular.
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Telecom Operators

e Mobile device installment plans for
subscribers

e Mobile device insurance

Key Features/Benefits:

SIM Control Only use allowed SIM Cards
on the device

Messages and Reminders Comprehensive
messaging solution to send customized
notifications

Device Lock Lock the device against
unauthorized usage

Insurance Companies

Micro Financing
Institutions
* Mobile device insurance

e Device financing services

Key Features/Benefits:
For Pay-as-you-go (PAYG) Unlock devices
only when payment is complete

Offline Lock Lock devices even when
they’re offline

Payment App Make an application available
directly from the lock screen

Logiistics

e High-volume transport and warehousing
of mobile devices

Key Features/Benefits:

Messages Broadcast a message to
everyone in your fleet simultaneously
and optimize operations

Device Lock Lock devices against
unauthorized usage
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Enterprise

e Theft/asset protection of mobile devices

Key Features/Benefits:

Wipe Device Remotely wipe a lost or
stolen device

Customized Lock Screen Update lock
screen message at any time while device
is locked by Knox Guard

Device Lock Permanently lock the device,
rendering it incapable of any function
except calling the device owner, thereby
aiding recovery

Learn More samsung.com/galaxyforbusiness

Product Support 1-866-SAM4BIZ

insights.samsung.com
Follow Us O youtube.com/samsungbizusa o @SamsungBizUSA

samsung.com/knoxguard
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'Depending on your business model, end user consent may be required. Please check with your organization's compliance before deployment. *Purchasing a license key is required to use Knox Guard. Contact our sales team or your local Knox license reseller for purchase.
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